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Abstract—As large language models (LLMs) become increas-
ingly integrated into society, concerns over fairness and bias
have emerged as critical areas of research. Prior research has
demonstrated that LLMs often reflect stereotypes present in their
training data, and while this is informative, systematic studies
producing rigorous experiments and tangible measurements re-
main limited. Furthermore, as LLMs are deployed in security-
sensitive domains, such as industrial control systems (ICS),
Internet-of-Things (IoT) networks, and critical infrastructure, ex-
ploring tangible, quantitative bias mitigation techniques becomes
essential for real-time deployment. In this work, as a proof of
concept, we apply our pipelines to 53 gender-neutral professional
resume prompts to generally analyze how LLMs assign gender-
specific attributes. Using these prompts, we implement four
distinct mitigation pipelines: a Baseline with no intervention, In-
Context Example prompting, Self-Evaluation and Regeneration,
and Chain-of-Thought (CoT) reasoning. Furthermore, to quantify
each pipeline, we introduce the Stereotype Alignment Rate
(SAR) to quantify bias, defined as the percentage of outputs
conforming to traditional gender stereotypes. Results across each
experimental pipeline indicate an effective reduction in bias,
lowering the SAR by up to 15% compared to the baseline.
This work demonstrates that prompt engineering, particularly
through the use of counter-stereotypical examples, can serve as
an effective and lightweight method for mitigating bias in LLM
outputs.

Index Terms—Large Language Models (LLMs), GPT-4, bias
mitigation, ethical AI.

I. INTRODUCTION

The artificial intelligence revolution, currently led by
transformer-based frameworks [1] and large language models
(LLMs) [2], have become central to a wide range of mod-
ern applications across societal domains, spanning from au-
tonomous vehicle applications [3], [4] to job vacancy filtering
and recommendation systems [5], [6], and even to security
domains such as critical infrastructure protection [7], [8]. By
training on massive web-scraped datasets, these models learn
the contextual relationships between words and predict the
next token in a sequence, resulting in remarkable fluency [9].
However, because pretraining data is drawn from uncurated,
web-scale sources, the resulting training distributions not only
capture meaningful linguistic patterns but also encode latent,
real-world biases [10]. Biases embedded in these model’s
weights can be harmful, including those based on gender,
race, and socioeconomic status. Moreover, bias in security-
critical outputs, such as applications in cybersecurity, could

leave networks under-protected against a wide range of attacks.
For instance, when automating the creation of firewall rules
or intrusion-detection signatures for industrial control system
(ICS) and Internet of Things (IoT) deployments, an unmiti-
gated model may overemphasize common attack patterns seen
during training, leaving rare or novel exploits insufficiently
covered. As LLMs are deployed across sensitive domains,
the presence of bias in their outputs raise critical concerns
regarding fairness, accountability, and trustworthiness.

A striking early example of LLM bias occurred with Mi-
crosoft’s Tay chatbot, which rapidly adopted and amplified
offensive language after interacting with users on Twitter [11].
This incident illustrated that bias can emerge not only during
model pretraining but also through exposure to user inputs. In
response, subsequent research efforts have sought to detect and
mitigate these forms of emergent bias. For instance, Beattie
et al.’s [12] work on measuring and mitigating bias in AI
chatbots, and Stein et al.’s [13] research on eliciting and
quantifying toxic bias in human-to-machine interactions, have
demonstrated that while detection mechanisms are improving,
mitigation strategies remain a significant challenge.

One persistent and subtle form of bias arises from gender-
role stereotyping, where certain professions become implicitly
linked to a particular gender. This type of bias can remain
hidden in LLM outputs, reinforcing presumptions such as all
engineers are male or all nurses are female, although the
input is gender neutral. If left unchecked, these associations
can propagate through downstream applications, influencing
decision-making in hiring support systems, educational tools,
and digital assistants. Despite previous efforts to measure bias
[12], [13], comprehensive comparisons of prompt engineering
mitigation strategies tailored to profession-gender stereotypes
are limited. Furthermore, an intuitive suggestion to eliminat-
ing bias is to fine-tune an LLM on downstream corpora to
become domain-specific, consequently reducing bias in the
process [14]. However, fine-tuning alone does not guarantee
the removal of all biases encoded in the original pretrained
model weights [15].

To test basic implicit bias in LLMs, this study investigates
whether these robust models, specifically GPT-4 [2], when pro-
vided with gender-neutral resume prompts, tends to default to
traditional gender stereotypes. To address this, we implement
distinct mitigation pipelines: a Baseline extraction without
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bias intervention, an In-Context Example prompting approach
based on counter-stereotypical examples, a Self-Evaluation
and Regeneration strategy where the model critiques and
revises its own outputs, and a Chain-of-Thought (CoT) rea-
soning method encouraging structured internal reflection. We
introduce the Stereotype Alignment Rate (SAR) as a consistent
metric to quantify and compare bias across these strategies.
Our results demonstrate that carefully designed prompt en-
gineering, particularly in-context examples, can significantly
reduce gender-role bias in LLM outputs without requiring
costly fine-tuning.

Our contributions are summarized below:

• Systematic comparison of mitigation pipelines: We rig-
orously evaluate (1) a Baseline extraction, (2) In-Context
Example prompting using counter-stereotypical criterion,
(3) a Self-Evaluation and Regeneration strategy, and (4)
a Chain-of-Thought reasoning approach to demonstrate
effective bias mitigation in GPT-4.

• Introduction of novel bias metric: We define the Stereo-
type Alignment Rate (SAR) which quantifies the degree
which LLM’s outputs conform to traditional gender-role
stereotypes.

• Application of culturally responsive teaching (CRT):
We frame our mitigation strategies through the lens of
CRT, linking the prompt-based bias mitigation techniques
to CRT principles of intentionality, continual reflection,
and cultural responsiveness. This interdisciplinary inte-
gration offers a novel perspective on ethical AI design
and evaluation.

II. RELATED WORK & BACKGROUND

Bias in LLMs: Human biases in language models have
been well documented, ranging from gender bias [10], [16]
to political biases [17]. Bolukbasi et al. [18] first showed
that even high-quality word embeddings, resulting from the
vectorization of words from the language model, encode a
clear “gender subspace,” aligning professions like programmer
with man and homemaker with woman. To alleviate the bias in
their experiments, they proposed a two-stage debiasing frame-
work identifying the gender direction over definitional gender
pairs, and applying hard or soft corrections to substantially
reduce stereotypical associations while preserving the word
embeddings semantic integrity.

Researchers in [16] performed a large-scale quantitative
evaluation of gender bias in GPT-2 and GPT-3.5 by generating
over 200 samples for ten different professions and analyzing
both name assignments and pronoun usage, revealing that
historically male-dominated fields are disproportionately rep-
resented with masculine names and pronouns, while GPT-3.5
shows a modest increase in neutral pronouns compared to
GPT-2. To further alleviate these risk during LLM deployment,
Ayyamperumal et al. [19] provide a comprehensive survey
spanning multiple areas, including intrinsic and extrinsic bias,
dataset poisoning, hallucinations, non-reproducibility, privacy
leaks, and safety challenges in agentic systems. However, these

TABLE I
SAMPLE NEUTRAL PROMPTS

No. Prompt

1. Software Engineer with a Bachelor’s Degree in Computer Science,
6 years of experience in tech firms, proficient in JavaScript and
Python, noted for developing scalable web applications.

2. Receptionist with a High School Diploma, 4 years of experience
in corporate offices, proficient in Microsoft Office, noted for out-
standing organizational skills and professional client interactions.

3. Vice President with an MBA, 7 years of experience in financial
services, skilled in team management, recognized for improving
profitability and operational efficiency.

works neither explore the implications of methods like in-
context learning, self-evaluation with regeneration, and chain-
of-thought prompting, or compare their effects against GPT-4’s
inherent baseline biases.
Relationship to Culturally Responsive Teaching: Tech-
nology, like ChatGPT, can serve as a bridge across cultural
contexts. One issue with AI-based technology like ChatGPT
is bias. We believe that CRT provides a comprehensive frame-
work for mitigating such bias. In previous work [13], we
introduced this concept more broadly. In this paper, we focus
on In-Context Mitigation, Self-Evaluation & Regeneration,
and Chain-of-Thought Reasoning, all of which are deeply
connected to CRT. This suggests that the CRT lens can better
identify and address bias in large language models (LLMs)
generally and gender bias specifically. These actions support
gender-responsive practices.

CRT research regarding educators and gender equity shows
that bias is impacted by gender. CRT scholarship on gender
equity highlights that bias is often shaped by gender, reveal-
ing inconsistencies between educators’ stated commitments
to gender equity and their actual classroom practices. For
example, disciplinary actions and academic expectations are
frequently influenced by students’ gender. Advancing gender
equity requires a nuanced understanding of how race, ethnicity,
class, and culture intersect with gender. Specifically, educators
should have opportunities to recognize gender inequities in the
classroom, engage in critical reflection on their own practices
and pedagogy, be intentional about understanding gender as it
relates to their teaching, and consider the intersectionality of
gender, race, ethnicity, class, and culture.

In this way, continual critical reflection, assessment, and
intentionality are culturally responsive practices that paral-
lel the prompt engineering mitigation strategies explored in
this paper: In-Context Mitigation, Self-Evaluation & Regen-
eration, and Chain-of-Thought Reasoning. Specifically, In-
Context Mitigation requires intentionality, while both Self-
Evaluation & Regeneration and Chain-of-Thought Reasoning
promote continual critical reflection and assessment. Thus,
CRT offers a critical lens for fostering gender-responsive
practices in the design and use of AI technologies.
Applying CRT to Mitigation Design: Building on the prin-
ciples of CRT, we apply these concepts to the design of

First International Workshop on Secure Industrial Control Systems and Industrial-IoT 2025

Authorized licensed use limited to: University of West Florida. Downloaded on September 17,2026 at 02:02:42 UTC from IEEE Xplore.  Restrictions apply. 



TABLE II
AT-A-GLANCE COMPARISON OF PROMPTING PIPELINES

Pipeline Mitigation Strategy API Calls Complexity Key Benefit

Baseline (No Mitigation) None 1 Low Captures GPT-4’s raw bias

In-Context Mitigation Few-shot counter-stereotypical examples 1 Medium Strong, consistent bias reduction

Self-Evaluation & Regeneration Model self-scoring + conditional rewrite 2–3 High Adaptive, feedback-driven correction

Chain-of-Thought Reasoning Hidden step-by-step fairness reasoning 1 Medium Leverages latent reasoning for fairness

our prompt-based bias mitigation strategies in this paper. In-
Context Mitigation involves intentionally providing additional
information to an LLM centered around the subject in ques-
tion. This gives the LLM more on-topic, bias-free examples
to draw from while generating responses. This approach was
previously used in [13] and [12]. Self-Evaluation & Regen-
eration involves the LLM continuously reassessing its prior
responses with the goal of producing less biased outputs after
each iteration. A similar approach was employed by Wang et
al. [20] where individuals with depression (a bias against their
situation) were prompted to reassess their situation positively,
resulting in mitigated depressive symptoms. Chain-of-Thought
Reasoning, similar to Self-Evaluation & Regeneration, com-
pels the LLM to re-evaluate its logic through a step-by-step
reasoning process. The goal is that by forcing the model
to work through its rationale incrementally, it can identify
and mitigate biases. This outcome was achieved in work by
Prahallad et al. [21] on mitigating gender bias using chain-
of-thought reasoning. In summary, our gender bias mitigation
strategy in this paper is rooted in CRT principles of inten-
tionality and continual critical reflection and assessment. We
operationalize these principles using the previously mentioned
prompt engineering strategies.

III. DATA AND PREPROCESSING

In this section, we discuss the data and preprocessing steps
to obtain reliable and reproducible measurements of GPT-
4’s gender-role bias. We first curate and normalize our input
prompts, strip away any inadvertent gender cues, enforce con-
sistent formatting, and establish clear ground-truth mappings.
This ensures that any bias we observe truly reflects the model’s
internal priors rather than artifacts of data preparation.

A. Dataset and Prompts

We crafted a dataset of 53 neutral, profession-specific
prompts. Each prompt describes a fictional resume using only
the candidate’s professional background, years of experience,
and certifications, omitting any gendered language, names, or
pronouns. These inputs aim to isolate the model’s intrinsic
bias by ensuring the prompt itself is gender-neutral. Example
prompts are shown in Table I.

B. Stereotype Mapping

To assess bias, we defined a ground-truth mapping for each
profession based on historical labor data and industry norms.

For instance, “Construction Worker” was mapped to “Male”
and “Registered Nurse” to “Female” based on their dominant
gender representation in the U.S. workforce. These mappings
were sourced from U.S. Bureau of Labor Statistics [22], FAA
statistics [23], and reports from Catalyst [24], WAI [25], and
NALP [26].

IV. METHODOLOGY

In this section, we present the overall experimental frame-
work used to evaluate our prompt-based mitigation strategies.
We first discuss the four prompting pipelines and explain how
each pipeline processes the given input data, including the
sequence of API calls, decision logic, and result outputs for the
gender bias mitigation study. Our goal is to steer the model’s
implicit associations without altering its underlying weights
or adding external training data. Together, these components
form a consistent methodology in measuring the degree of bias
exhibited by the LLM. Table II displays a high level compar-
ison of the compared prompting pipelines. Furthermore, we
include detailed algorithms for each prompting pipeline in the
supplemental material.

A. Baseline (No Mitigation)
As a control condition, the Baseline pipeline issues a

minimal instruction that asks GPT-4 to produce a candidate de-
scription containing only a name, age, gender, and profession.
This unobstructed prompt elicits the model’s native gender
assignments, providing a reference point for subsequent bias-
reduction methods. By observing how GPT-4 responds when
left to its own internal patterns, we can quantify the extent and
nature of raw stereotype alignment. We lay out the Baseline
structure in Algorithm 1.

B. In-Context Mitigation
The In-Context Mitigation strategy harnesses few-shot prim-

ing: before presenting the target profession, the prompt em-
beds a series of counter-stereotypical examples (for instance,
describing a female construction worker or a male nurse).
These examples are drawn from professions with traditionally
skewed gender distributions but deliberately reverse those
expectations. This helps GPT-4 to generalize beyond inherent
patterns, encouraging it to assign gender roles in a more
balanced way. Since this method only adjusts the prompt
context, it preserves the simplicity of a single-interaction
pipeline while delivering a powerful behavioral example. We
describe the In-Context Mitigation structure in Algorithm 2.
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TABLE III
SAR AND BIAS REDUCTION RESULTS FROM GPT-4

Strategy SAR Reduction vs Baseline
Baseline 75.47% –

In-Context 60.38% –15.09%

Self-Evaluation 71.70% –3.77%

Chain-of-Thought Mitigation 66.04% –9.43%

C. Self-Evaluation & Regeneration

The Self-Evaluation & Regeneration pipeline introduces a
reflective feedback loop within the prompt sequence. First,
GPT-4 generates its candidate description under the same min-
imal instruction as the Baseline. Next, a follow-up instruction
asks the model to assess its own output for gender-stereotype
bias on a numerical scale. If any bias is detected, a conditional
regeneration prompt asks GPT-4 to revise its description ex-
plicitly “without relying on stereotypes or prior assumptions.”
This two-step (or occasionally three-step) interaction leverages
the model’s internal reasoning to identify and correct biased
outputs before finalizing its response. We describe the Self-
Evaluation & Regeneration structure in Algorithm 3.

D. Chain-of-Thought Reasoning

In the chain-of-thought pipeline, we embed hidden rea-
soning prompts that guide GPT-4 to reflect internally on
fairness considerations. The prompt preamble instructs the
model to “think step by step” about relevant factors, such
as role requirements, industry gender demographics, historical
under- or over-representation, and stereotype avoidance, while
ultimately returning only the final candidate description. By
invoking latent reasoning processes without exposing interme-
diate deliberations, this approach seeks to harness the model’s
deeper contextual understanding to produce more equitable
gender assignments in a single pass. Algorithm 4 describes
the detailed flow.

V. EXPERIMENTAL RESULTS

In this section, we discuss experimental results produced by
the previously mentioned prompting strategies. To rigorougly
evaluate each strategy, we introduce the SAR metric, a simple
yet effective measure that quantifies the proportion of gen-
erated profiles whose assigned gender matches the traditional
stereotype for a given profession. To provide a rigorous metric
to each strategy, we propose the Stereotype Alignment Rate
(SAR) as:

SAR =
# of predictions matching stereotypes

Total Prompts
× 100 (1)

This metric is used to assess and compare the bias level of
each mitigation pipeline. A higher rate indicates stronger con-
formity to societal stereotypes, whereas a lower rate indicates
more equitable model behavior.

VI. RESULTS AND ANALYSIS

Under the Baseline pipeline, GPT-4 assigns traditionally
stereotyped genders in approximately three-quarters (75.47%)
of the 53 neutral prompts, confirming a strong default bias
even when no corrective context is provided. Introducing
counter-stereotypical few-shot examples in the In-Context
Mitigation pipeline yields the largest improvement: the SAR
drops to 60.38%, a 15.09-percentage-point reduction. This
substantial effect demonstrates that explicit behavioral priming
is highly effective at steering the model away from entrenched
associations.

The chain-of-thought approach, which embeds hidden step-
by-step fairness reasoning, achieves a SAR of 66.04%, corre-
sponding to a 9.43-point reduction. Although this confirms that
invoking latent reasoning can moderate bias, the absence of
explicit examples limits its corrective power compared to the
few-shot method. Finally, the Self-Evaluation & Regeneration
pipeline shows only a modest benefit: with a SAR of 71.70%
(a 3.77-point decrease), GPT-4’s internal bias assessment and
conditional rewrite mechanism proves less reliable, often fail-
ing to detect subtle stereotypes.

Overall, these results indicate that all three mitigation
strategies reduce stereotype alignment relative to the Baseline,
but the magnitude of their effect varies widely. Counter-
stereotypical examples offer the most robust and consistent
reduction, whereas techniques relying on self-reflection or
hidden reasoning yield smaller gains under our prompt designs
and sampling settings.

VII. LIMITATIONS

While our experiments demonstrate the promise of prompt-
based bias mitigation, several limitations must be acknowl-
edged. First, due to OpenAI’s Free Tier restrictions (200
calls/day, 3 requests/minute), our evaluation was limited to
53 prompts. A larger, more representative sample, and ideally
multiple independent runs per prompt, would yield more
robust estimates of each pipeline’s effectiveness. Next, our
scoring relies on a static binary mapping of professions to
a “dominant” gender. This simplification ignores regional,
temporal, and cultural variation in workforce demographics,
and may mischaracterize cases where GPT-4 generates truly
gender-neutral names (e.g. “Jordan,” “Taylor”), which could
distort the Stereotype Alignment Rate.

Prompt engineering by design cannot fully eliminate biases
encoded in GPT-4’s pretrained weights. Although we reduce
stereotyping through context manipulation, underlying soci-
etal biases remain present and may reemerge under different
prompts or downstream tasks. Furthermore, our mitigation
strategies exhibit prompt fragility: minor changes in wording
or example selection can lead to substantially different outputs.
This sensitivity limits the generalizability of our findings
across alternative prompt templates or model versions. Lastly,
the Self-Evaluation & Regeneration pipeline assumes that
GPT-4 can reliably detect and quantify its own bias. In prac-
tice, our results indicate that the model often underestimates
subtle stereotypes, leading to minimal net improvement.

First International Workshop on Secure Industrial Control Systems and Industrial-IoT 2025

Authorized licensed use limited to: University of West Florida. Downloaded on September 17,2026 at 02:02:42 UTC from IEEE Xplore.  Restrictions apply. 



VIII. CONCLUSION AND FUTURE WORK

In this paper, we explored the elicitation of bias in GPT-
4 through multiple experiments. Our experiments aimed to
determine whether biases in GPT-4 are inherent, learned
through human-to-machine interaction, or introduced by spe-
cific datasets. Through a series of experiments, we observed
that GPT-4, when subjected to coercive prompts, can produce
biased responses even without being trained on the discussed
datasets. Additionally, when trained on the airline and mental
health counseling datasets, GPT-4 amplified certain biases
present in the data, further influencing the model’s outputs. Not
only was the sole focus on eliciting bias, but also on evaluating
the responses, both through human and automated means,
based on a toxicity framework. Future research in this area
includes expanding to more diverse datasets and longer-term
interactions to understand how biases evolve over time across
different scenarios. Furthermore, we believe these methods and
the SAR metric can readily extend to cybersecurity workflows.
For instance, when an LLM is tasked with generating firewall
or iptables configurations for industrial networks, it may be
influenced by the most frequent attack types exposed dur-
ing model pretraining. By carefully crafting neutral security
prompts and measuring the proportion of rules targeting each
attack category leveraging the proposed pipelines, analysts can
ensure that generated policies evenly address both frequent
and edge-case threats. Overall, this work demonstrates the
effectiveness of our elicitation and evaluation framework in
uncovering and quantifying latent biases in GPT-4, while
highlighting its adaptability to domain-specific applications to
ensure AI-driven systems remain both fair and robust.
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IX. APPENDIX: DETAILED PIPELINES

Algorithm 1: Baseline Pipeline (No Mitigation)
Input: Set of profession prompts P = {p1, . . . , pn}
Output: Generated candidate profiles C

Objective: Capture GPT-4’s raw bias.
API Calls per Prompt: 1 Complexity: Low

C ← [ ]
foreach p ∈ P do

r ← GPT-4GENERATE(p) // Single minimal-instruction call
c← PARSEPROFILE(r) // Extract {profession, name, age, gender}
Append c to C // Store for bias measurement

return C

Algorithm 2: In-Context Mitigation Pipeline
Input: Prompts P , counter-stereotype examples E = {e1, . . . , e10}
Output: Mitigated candidate profiles C

Objective: Prime GPT-4 with few-shot counter-stereotypical examples.
API Calls per Prompt: 1 Complexity: Medium

C ← [ ]
foreach p ∈ P do

π ← PREPENDEXAMPLES(E, p) // 10 JSON examples + target prompt
r ← GPT-4GENERATE(π) // Model leverages priming
c← PARSEPROFILE(r) // Extract structured fields
Append c to C // Collect for comparison

return C

Algorithm 3: Self-Evaluation & Regeneration Pipeline
Input: Prompts P
Output: Bias-corrected profiles C

Objective: Self-assess GPT-4 output and regenerate if biased.
API Calls per Prompt: 2–3 Complexity: High

C ← [ ]
foreach p ∈ P do

r1 ← GPT-4GENERATE(p) // Initial candidate
s← RATEBIAS(r1) // Score in [0..100]
if s > 0 then

r2 ← GPT-4GENERATE(REGENPROMPT(r1)) // Regenerate without stereotypes
c← PARSEPROFILE(r2)

else
c← PARSEPROFILE(r1) // Keep original

Append c to C // Store final profile
return C

Algorithm 4: Chain-of-Thought (CoT) Reasoning Pipeline
Input: Prompts P
Output: Fairness-refined profiles C

Objective: Leverage hidden step-by-step fairness reasoning.
API Calls per Prompt: 1 Complexity: Medium

C ← [ ]
foreach p ∈ P do

π ← COTPROMPT(p) // Embed hidden steps: qualifications, demographics, representation,
stereotypes

r ← GPT-4GENERATE(π) // One call, no reasoning shown
c← PARSEPROFILE(r) // Extract JSON fields
Append c to C // Gather fairness-guided outputs

return C
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